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Alliance CORE IT Disaster Recovery Plan

Businesses use information technology to quickly and effectively process information. Employees
use electronic mail and Voice Over Internet Protocol (VOIP) telephone systems to communicate.
Electronic data interchange (EDI) is used to transmit data including orders and payments from one
company to another. Servers process information and store large amounts of data. Desktop
computers, laptops and wireless devices are used by employees to create, process, manage and
communicate information. What do you do when your information technology stops working?

The scope of this document is directed at restoring Alliance CORE and related systems (Kiosk,
Parent Portal, Provider Payment, and Mobile). An information technology disaster recovery plan
(IT DRP) should be developed taking into consideration business continuity planning, impacts to
the business and the client businesses, and identify the priorities and recovery time objectives for
information technology resources. Technology recovery strategies should be developed to restore
hardware, applications and data in time to meet the needs of the business recovery.

Businesses large and small create and manage large volumes of electronic information or data.
Much of that data is important. Some data is vital to the survival and continued operation of the
business. The impact of data loss or corruption from hardware failure, human error, hacking or

malware could be significant. A plan for data backup and restoration of electronic information is
essential.

Contacts

Judy Williams

Executive Director - Early Learning Ventures
jwilliams@earlylearningventures.org

(720) 224-7820

Tristan Clerihew

Product Management
tclerihew@earlylearningventures.org
(720) 899-0097

Bryan Shannon

Development
levelnextsoftware@comcast.net
(719) 373.2284



Level Next Software, Inc. - Alliance CORE Disaster Recovery

Codero Hosting

https://my.codero.com/

Username: levelnextsoftware@comcast.net
Password: <Contact Manager for passwords>

Codero will generate a support ticket if the server is unreachable for a minimal amount of time, the
default customer contact for Codero is Bryan Shannon at LevelNextSoftware@comcast.net. The first
steps in recovering the Alliance CORE systems will be to contact Codero to determine if the server can
be restarted, or a new server needs to be deployed. Codero is incredibly responsive, and the amount
of time required to have them stand up a new server will be minimal. The assumption made within
this document is that a new server is required.

Recovering Alliance CORE

Backups currently consist of production and demonstration instances of Tomcat (application server),
“elv” directory of server C drive which contains installs, documents, photos, scripts and videos, and
finally full/log database backups. This includes everything needed to restore the server as it was at
the time the system went down, excluding perhaps up to the last 15 minutes of data.

This document assumes that in the event of a server being replaced, that the IP addresses currently in
use will remain, only the hardware will change. This topology diagram identifies the [P addresses
currently in use:

API's for delivery of e-mailmessages, text mi es, child attendanceto thestate of Colorado, billing. . . .
P SMSMessgre  Conp pays (Credt Tomcat Web Application Archives Installed

Messaging (AWS) Attendance Debitand ACH :
(SendGrid) (ATS) Transactions) Production FLVcoRe

------ _EEse i WAR’s Provider Enroliment

- T Provider Kiosk

~| X ~4 ~4 Backup Synology NAS

t- { : _: ELV Database (30 days) ParentPortal

Documents MobileRest (restful web servicesfor Kiosk and Parent)
T T T Tomcat

! Demonstration  ELVCORE

WAR’s Provider Enroliment

HTTPS (443) Provider Kiosk

ParentPortal

Cloud Station
Backup
(Immediate) Gen 2 Managed

Firewallis

powered by
SQL Server 2016 FortiGate 60E

Service (1433) hardware

Tomcat 9 Service
ELV —= Production
(production) Instance
1

DEMO Tomcat 9
(demonstration) Service
Demo Instance

Production - https://elv.earlylearningventures.org—64.150.188.79 (443) m
= .
Demo — https://demo.earlylearningventures.org — 64.150.188.38 (443) ~

HTTPS (443)
RDP (3389) for
whitelisted IPs

ELV Application Server Topology

In the event that Codero assigns new IP addresses, the new addresses will need to be utilized for RDP
Access, VPN Access, GoDaddy.com DNS assignments, and server.xml configuration for both the Demo
and Production application instances.

Currently if you run ipconfig on the server, the IP addresses assigned are 10.64.1.20 (assigned to
connector in Demo server.xml), and 10.64.1.21 (assigned to connector in Production server.xml).
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B¥ Command Prompt

: 19.64.1.20

Sub . .
Default Gateway .

Within GoDaddy.com, here are the current DNS records for the demo, and elv subdomains:

. demo 64.150.188.38

- elv 64.150.188.79

The firewall re-routes the IP addresses for both demo and production from an external IP address, to
an internal IP address:

External -> Internal
64.150.188.38 -> 10.64.1.20
64.150.188.79 -> 10.64.1.21

RDP Access

To use Remote Desktop to connect to the server, your own IP address must first be whitelisted with
Codero. Submit a support ticket to Codero, providing your IP address and ask that it be whitelisted.
This process normally takes around 30 minutes.

To find your IP address, run https://whatismyipaddress.com/. You want to provide the [Pv4 IP
address to Codero.

Once your IP address has been whitelisted, you can connect via RDP using the IP address:

64.150.188.38
Username: Administrator?2
Password: <Contact Manager for passwords>

Codero uses the account:
Username: Administrator
Password: <Contact Manager for passwords>
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& Remote Desktop Connection - X

' Remote Desktop
~»¢) Connection

General Display Local Resources Experience Advanced

Logon settings
h. Enter the name of the remote computer.
i
Computer: | 64.150.188.38 v

Username:  Administrator2

Saved credentials will be used to connect to this computer.
You can edit or delete these credentials.

[] Always ask for credentials

Connection settings

Save the cument connection settings to an RDP file or open a
l ‘ saved connection.

Save Save As... Open...

( f Hide Options Help

Codero VPN Access

Download the VPN software (FortiClientVPNOnlinelnstaller_7.0.exe):
https://www.forticlient.com/downloads

Configure the VPN as follows:
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@ FortiClient - X
File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

Edit VPN Connection

VPN \ ] |
Connection Name | ELV |
Description | ELV Server |
Remote Gateway 164.150.188.216 | x
+Add Remote Gateway
Customize port |T|
D Enable Single Sign On (SSO) for VPN Tunnel
Client Certificate I None vl
Authentication C) Prompt on login o Save login
Username | userl |

[] Enable Dual-stack IPv4/IPvé address

Cancel Save

then Save.

Then enable this option. To enable this option you need to click on the far-right icon (top right - not
shown in above screenshot) to enable Security options first:

= VPN Options
Preferred DTLS Tunnel

Do not Warn Invalid Server Certificate

o Enabling this option will allow you to connect to untrusted sites where the VPN connection
will not be secure. If connected to untrusted sites, attackers could steal your information such
as credentials, credit card details, etc. Please contact your network administrator or support
team for assistance.

Then to connect to the VPN, select the ELV connection, and enter username/password (of the Fortis
firewall):

Username: userl
Password: <Contact Manager for passwords>

or
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Username: user2
Password: <Contact Manager for passwords>

Once the VPN is connected, you can RDP to the ELV hosted server using IP address 10.64.1.20.

Note that all of this information, Remote Gateway IP address, and Username/Passwords are
provided by Codero. If IP addresses are changed because the server is replaced, submit a new
support ticket to get whatever is required to re-enable VPN connections (new user accounts/new
remote gateway IP addresses, etc).

Generate Recovery Directory

Run the restore server batch file d:/restore-server-create.bat, which will generate a directory on
the F drive containing all the files needed for the server restore.

This batch file creates a directory for the last full database backup, and all log files that were
backed up following the last full backup. However, it does not move any database files. Instead, it
instructs the user to move the files manually from the backup drive.

mkdir F:\restore-server\DatabaseBackups

pause Note Database files must be moved manually from S:\DatabaseBackups\ELV-Compressed
to F:\restore-server\DatabaseBackups

pause Database files must include last full backup plus all log files with a later date
and time

Navigate to the backup drive using the path S:\DatabaseBackups\ELV-Compressed, find the most
current full backup, plus all log files with a later date and time, and move them to F:\restore-
server\DatabaseBackups:

E ELV_backup_2022_06_01_060000_8530032_trn.zip 6/1/20
§ ELV_backup_2022_06_01_050001_3900297_trn.zip 6/
E ELV_backup_2022_06_01_040000_9671245_trn.zip 6/
@ ELV_backup_2022_06_01_030001_7076889_trn.zip 6/
@ ELV_backup_2022_06_01_020001_1458161_trn.zip 6/
g ELV_backup_2022_06_01_010001_6536538_trn.zip 6/1/20
@ ELV_backup_2022_06_01_000001_4599528_trn.zip 6/
[ ] ELV_backup_2022_05_31_230041_4690708_bak.zip.003 5/3
| | ELV_backup_2022_05_31_230041_4690708_bak.zip.002 5/3

E ELV_backup_2022_05_31_230041_4690708_bak.zip.001 5/31/

WinRAR ZIP archive

WiInRAR ZIP archive

VinRAR ZIP archive
WinRAR ZIP archive
WinRAR ZIP archive
WinRAR ZIP archive
WinRAR ZIP archive
022 11:43 PM 003 File

022 11:43 PM 002 File

022 11:43 PM WinRAR archive

The remainder of the script does the work of moving all needed files from the backup drive to the
recovery folder it’s building on the F drive:

xcopy S:\apache-tomcat-9-elv\*.* F:\restore-server\apache-tomcat-9-elv\*.* /S /Q
xcopy S:\apache-tomcat-9-demo\*.* F:\restore-server\apache-tomcat-9-demo\*.* /S /Q
xcopy S:\elviinstalls\*.* F:\restore-server\elv\installs\*.* /S /Q
xcopy S:\elv\scripts\*.* F:\restore-server\elv\scripts\*.* /S /Q

xcopy S:\elv\Desktop\*.* F:\restore-server\elv\Desktop\*.* /S /Q

pause Basic Files Complete...Press any key to restore documents photos and videos

Note that the script pauses here so that if desired, the recovery directory can be pushed up to the
new server now, before documents and photos are fetched from the backup drive. Documents,
photos and video’s will require the most time to push to the new server, and they are not required
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to get the new server up and running. It is recommended that these files be moved up to the new
server as a second step, immediately, once the new server is up and running.

xcopy S:\elv\photostore\*.* F:\restore-server\elv\photostore\*.* /S /Q

xcopy S:\elv\videos\*.* F:\restore-server\elv\videos\*.* /S /Q

xcopy S:\elv\documentstore\*.* F:\restore-server\elv\documentstore\*.* /S /Q

pause Document photos and videos Complete...All Restore files are in F:\restore-server

Copy F:\restore-server up to the new server C drive using a destination folder of the same name

(C:\restore-server).

Installs

Here is the list of files that are copied up in the Installs directory:

[E32] 721900-x64.exe 6/18/2019 2:00 PM Application 1,414 KB
E apache-tomcat-9.0.54-windows-x64.zip 10/22/2021 2:14 PM WinRAR ZIP archive 12,538 KB
(%] BackupsCompressAndMove.bat 6/18/2019 2:02 PM Windows Batch File 3KB
=| EnvironmentVars.txt 1/6/2022 6:11 PM Text Document 1KB
(&g jdk-8u311-windows-x64.exe 10/22/2021 1:38 PM Application 174,667 KB
@ npp.7.7.Installer.x64.exe 6/17/2019 2:02 PM Application 3,857 KB
@ star_earlylearningventures_org.zip 1/4/2022 11:53 AM WinRAR ZIP archive 8 KB
2| Synology Drive Client-2.0.4-11112.exe 3/11/2021 7:55 PM Application 90,950 KB
e Task - ELV Database Backup compress an...  7/4/2022 11:16 AM Microsoft Edge H... 5KB
B winrar-x64-571.exe 6/15/2019 8:58 AM Application 3,925 KB
File Description

7z1900-x64.exe

7 zip file compression utility. Used to compress database
back files (full and log).

Apache-tomcat-9.0.54-windows-
x64.zip

Apache Tomcat 9 application server

BackupsCompressAndMove.bat

Batch file that is stored in the C:\DatabaseBackups
directory, run by the Windows task defined below to
maintain 5 days of database backups, and kick-off the
compression of database backups.

EnvironmentVars.ixt

Windows environment variables that need to be created for
Java, SendGrid (E-Mail services), and AWS (text
messaging SNS).

Jdk-8u311-windows-x64.exe

Java 8 v 311

Npp.7.7.Installer.x64.exe

Notepad ++ editor

Star_earlylearningventures_org.zip

SSL certificate already present in backed up instances of
Tomcat (demo and prod).

Synology Drive Client-2.0.4-
11112.exe

Synology NAS backup client software used to backup files
to the remote NAS.

Task — ELV Database compress
and move.xml

Windows TASK that kicks of the database file compression
batch job.

Winrar-x64-571.exe

WinRar file compression utility (optional, used is preferred
file compression utility as needed).

First steps

Run the installs, using the default file installation location for each:
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7z1900-x64 .exe,

7 Zip.
Jdk-8u3ll-windows-x64.exe,
Npp.7.7.Installer.x64.exe,
Winrar-x64-571.exe,

Java 8.
Notepad ++.
WinRar file compression utility.

Set Windows Environment Variables
Step 1: Open File Explorer and choose This PC to continue. Then right-click it and

choose Properties from the context menu to continue.

n < | File Explorer
o o

A\t

Expand

O Manage
Pin to Start
Map network drive...
Open in new window
Pin to Quick access

Disconnect network drive...

Add a network location

Delete

Rename

| Properties |

Iders (6)

Desktop
This PC
b 4

Pictures

B This PC
E "II

@

'« Local Disk (G:)

> Local Disk (H:)

' Oystem Reserved (E:)
> @ Network

> *§ Homegroup

6 items

- m}
v O Search Quick access
Downloads ~ Documents
' This PC [‘_"ﬂ This PC
of ¢
Music Videos
This PC

) This PC

After you've opened some files, we'll show the most recent ones here.

Step 2: In the pop-up window, click Advanced system settings to continue.
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4 system - O X

M E;Z > Control Panel > System and Security > System v D Search Control Panel yel

Control Panel Home . .. .
View basic information about your computer

& Device Manager Windows edition
& Remote settings Windows 10 Pro

& System protection © 2017 Microsoft Corporation. All -- WI n d OWS 1 O
rights reserved. ..

|G Advanced system settings

System
Processor: Intel(R) Pentium(R) CPU G2030 @ 3.00GHz 2.99 GHz
Installed memory (RAM):  1.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Touch Support with 8 Touch Points

Computer name, domain, and workgroup settings
Computer name: DESKTOP-19ULK5G GChange settings
Full computer name: DESKTOP-19ULK5G
Computer description:

Workgroup: WORKGROUP

Windows activation

See also Windows is activated Read the Microsoft Software License Terms

Security and Maintenance Product ID: 00331-10000-00001-AA490 & Change product key

Step 3: In the popup System Properties window, please go to the Advanced tab and
click Environment Variables... to continue.

System Properties X

Computer Name Hardware Advanced System Protection Remote

You must be logged on as an Administrator to make most of these changes.

Performance
Visual effects, processor scheduling, memory usage, and virtual memory

User Profiles
Desktop settings related to your sign-n

Settings...

Startup and Recovery
System startup, system failure, and debugging information

Settings...

| Environment Variables... |

OK Cancel Apply

Step 4: In the pop-up window, you can find there are a lot of variables. If you want to edit or change
the variables, select them and click Edit...to continue. You can see there are two types of variables
which are user variables and system variables. The main difference between system and user variable
is the system one is global and designed to for all users on the system while the user variables are
designed for particular users for whom you are adding it. The variables we will add are System
Variables.

10
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System variables

Variable Value "

AWS_ACCESS_KEY_ID AKIAIZUOWISD2JIOR2RQ

AWS_SECRET_ACCESS_KEY b8y Tw3QpVyw1kSW7PwllbYygm4uB3dDPUQRmMNS5mx

ComSpec CAWINDOWS\system32\cmd.exe

DriverData C:\Windows\System32\Drivers\DriverData

JAVA_HOME C:\Program Files\Java\jdk1.8.0_311

JRE_HOME C:\Program Files\Java\jdk1.8.0_311\jre

NUMBER OF PROCESSORS 8 v
New... Edit... Delete

oK Cancel

Here are the 5 Server Variables that are required:
Key /
Value
Key: AWS_ACCESS_KEY_ID
Value: AKIAI2ZUOW]JSD2JIOR2RQ
Key: AWS_SECRET_ACCESS_KEY
Value: b8yTw3QpVyw1k9W7PwllbYygm4uB3dDPUQRmN5mx
Key: JAVA_HOME
Value: C:\Program Files\Java\jdk1.8.0_311
Key: JRE_HOME
Value: C:\Program Files\Java\jdk1.8.0_311\jre
Key: SENDGRID_API_KEY
Value: SG.aMOiewt_T]JOG63nsWku08g.vMvCVE-r33KRdm8AhqtYWY5kgjVGqUbVNIARYEWHRf

These keys are used for authorization purposes for AWS and SendGrid. And their used for the Java runtime
environment.

Setup Tomcat Servers
In its current location (c:\restore-server\elv\installs), copy the two folders:

apache-tomcat-9-demo
apache-tomcat-9-elv

into the root of the C:\ drive. This is the Demo and production instance of Tomcat that was backed up
from the failed server.

IP Address Reassignment
Now, for each of these systems we will need to open the file:

C:\apache-tomcat-9-elv\conf\server.xml

And assign the new internal IP address that each server will listen on. The IP address that the
application server listens for requests on is bound to the connector:

11
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<Connector address="10.64.1.21"

Change the old IP address with the new [P address that has been assigned to the new server. This has
to be done for both production and demonstration instances, each will have its own IP address. These
New IP addresses have to be assigned by Codero, because external IP addresses will be mapped to
internal IP addresses by the firewall.

Running Tomcat as a Service

We want both the production and demonstration environments to run as services within Windows.
The following steps will need to be done twice, once for production, and once for demonstration.

Production
Open the windows command prompt and direct it to the tomcat bin directory:

Command Prompt

:\>cd c:\apache-tomcat-9-elv\bin

:\apache-tomcat-9-elv\bin>

Install the tomcat service by using the command “service.bat install ELVTomcat9”. We are giving it the
name ELVTomcat9 as the last parameter. If you just call the command “service.bat install” it will
install it with the service name tomcat9 (wrong).

IC: \apache-tomcat-9-elv\bin>service.bat install ELVTomcat9
jInstalling the service "ELVTomcat9’ .
CATALINA_ HOME: "C:\apache-tomcat-9-elv”
CATALINA_BASE: "C:\apache-tomcat-9-elv”
JAVA HOME: "C:\Program Files\Java\jdk1l.
JRE_HOME: "C:\Program Files\Java\jdk1.8
g JVM: "C:\Program Files\Java\jdk1.
The service 'ELVTomcat9' has been installed.

Now that the service is installed, you will need to configure the memory settings required by the
application for java. Start tomcat9w.exe as follows:

Gy

c:\apache-tomcat-9-elv\bin>tomcat9w.exe //ES/ELVTomcat9

c:\apache-tomcat-9-elv\bin>

A properties window will open and the following java options need to be added at the bottom of java
options. Make sure there are no spaces at the end of each line.

12
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\g Apache Tomcat 9.0 ELVTomcat9 Properties X

General LogOn Logging Java Startup Shutdown

[] use default
Java Virtual Machine:

l C:\Program Files\Java\jdk1.8.0_311\jre\bin\serverjvm.dll ]

Java Classpath:

| C:\apache-tomcat-3-elv\bin\bootstrap.jar;C: \apad1e-tomcat-9-elv\bin\to|

Java Options:

-Dcom.sun.management.jmxremote.ssl=false A
-Dcom.sun.management.jmxremote.authenticate =false
-Djava.rmi.server.hostname=127.0.0.1

v
Java 9 Options:

Initial memory pool: l 5120 | MB

Maximum memory pool: l 5120 ] MB

Thread stack size: | 1024 | KB

Cancel Apply

Apply the following lines to the Java Options text area:

-Dcatalina.home=C:\apache-tomcat-9-elv
-Dcatalina.base=C:\apache-tomcat-9-elv
-Dignore.endorsed.dirs=C:\apache-tomcat-9-elv\endorsed
-Djava.io.tmpdir=C:\apache-tomcat-9-elv\temp
-Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager
-Djava.util.logging.config.file=C:\apache-tomcat-9-elv\conf\logging.properties
-Dcom.sun.xml.bind.v2.bytecode.ClassTailor.noOptimize=true
-Dsun.reflect.nolnflation=true

-Dfile.encoding=UTF-8

-XX:+UseG1GC

-XX:MaxGCPauseMillis=500

-XX:ParallelGCThreads=20

-XX:ConcGCThreads=5
-XX:InitiatingHeapOccupancyPercent=70
-XX:CompressedClassSpaceSize=256m
-XX:ReservedCodeCacheSize=384m

-XX:MetaspaceSize=300M

-XX:MaxMetaspaceSize=2G
-Dcom.sun.management.jmxremote=true
-Dcom.sun.management.jmxremote.port=9090
-Dcom.sun.management.jmxremote.ssl=false
-Dcom.sun.management.jmxremote.authenticate=false
-Djava.rmi.server.hostname=127.0.0.1

13
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Then change the three text boxes as the bottom of the page to set the initial/maximum memory to
5120M, and the thread stack size to 1024K.

If you open up the Services module in Windows, you will find the new service listed as “Apache
Tomcat 9.0 ELVTomcat9”

17y Task Manager
File Options View

Processes Performance App history Startup Users Details Services

~
Name PID Description Status Group
. ELVTomcat9 Apache Tomcat 9.0 ELVTomcat9 Stopped
Demonstration

Now we are going to do the same first steps for the demonstration environment, but the
demonstration environment does not require us to setup any Java Options.

Open the windows command prompt and direct it to the tomcat bin directory:
cd c:\apache-tomcat-9-demo\bin
c:\apache-tomcat-9-demo\bin> service.bat install ELVTomcat9Demo

The response will indicate that “The service ‘ELVTomcat9Demo’ has been installed”. Now we should
see both ELVTomcat9 and ELVTomcat9Demo listed as services.

w: ELVTomcat9 2320 Apache Tomcat 9.0 ELVTomcatS
w: ELVTomcat3Demo 6884 Apache Tomcat 9.0 ELVTomcat3Demo

Database Restore
Open SQL Server 2016.

The compressed backup file set that needs to be restored will look something like this:

@ ELV_backup_2022_07_04_230035_8346950_bak.zip.001 7/4/2022 11:43 PM WinRAR archive 2,097,152 KB
\:] ELV_backup_2022_07_04_230035_8346950_bak.zip.002 7/4/2022 11:43 PM 002 File 2,097,152 KB
{_:] ELV_backup_2022_07_04_230035_8346950_bak.zip.003 7/4/2022 11:43 PM 003 File 6,992 KB
@ ELV_backup_2022_07_05_000001_5608410_trn.zip 7/5/2022 12:39 AM WIinRAR ZIP archive 714,888 KB
@ ELV_backup_2022_07_05_010000_9864347_trn.zip 7/5/2022 1:38 AM WIinRAR ZIP archive 86,985 KB

B ELV_backup_2022_07_05_020001_5079172_trn.zip 7/5/2022 2:38 AM WinRAR ZIP archive 115KB
B ELV_backup_2022_07_05_030000_9101370_trn.zip 7/5/2022 3:38 AM WinRAR ZIP archive 70 KB
B ELV_backup_2022_07_05_040001_2714544 trn.zip 7/5/2022 4:38 AM WinRAR ZIP archive 66 KB
B ELV_backup_2022_07_05_050001_6869266_trn.zip 7/5/2022 5:38 AM WinRAR ZIP archive 33,393 KB
B ELV_backup_2022_07_05_060001_2648514_trn.zip 7/5/2022 6:38 AM WinRAR ZIP archive 7,798 KB
B ELV_backup_2022_07_05_070001_7477725_trn.zip 7/5/2022 7:38 AM WinRAR ZIP archive 11,370 KB
B ELV_backup_2022_07_05_080001_3070788_trn.zip 7/5/2022 8:38 AM WinRAR ZIP archive 93,240 KB

@ ELV_backup_2022_07_05_090001_0726954_trn.zip 7/5/2022 9:38 AM WIinRAR ZIP archive 129,420 KB
@ ELV_backup_2022_07_05_100001_6261582_trn.zip 7/5/2022 10:38 AM WInRAR ZIP archive 259,207 KB
@ ELV_backup_2022_07_05_110001_1315648_trn.zip 7/5/2022 11:38 AM WIinRAR ZIP archive 312,794 KB
@ ELV_backup_2022_07_05_120001_7121282_trn.zip 7/5/2022 12:38 PM WInRAR ZIP archive 197,004 KB
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The files ending with _bak.zip.* make up the full database backup. The files ending with _trn.zip are
the transaction logs that were created after the full backup. All must be restored. The first step is to
uncompress these files. You can do this in one step using WinRar by highlighting file 001 of the full
back, plus all compressed transaction logs, right clicking, and selecting the option Extract Here. That
will unzip the .bak (full backup), and all transaction log files within the same folder as the compressed
files. When they are successfully uncompressed, they will appear as:

J ELV_backup_2022_07_04_230035_8346950.bak 7/4/2022 11:01 PM BAK File 16,295,192 ...
J ELV_backup_2022_07_05_000001_5608410.trn 7/5/2022 12:00 AM TRN File 3,099,516 KB
L] ELV_backup_2022_07_05_010000_9864347.trn 7/5/2022 1:00 AM TRN File 281,300 KB
L:] ELV_backup_2022_07_05_020001_5079172.trn 7/5/2022 2:00 AM TRN File 788 KB
‘j ELV_backup_2022_07_05_030000_9101370.trn 7/5/2022 3:00 AM TRN File 532 KB
| | ELV_backup_2022_07_05_040001_2714544.trn 7/5/2022 4:00 AM TRN File 468 KB
tj ELV_backup_2022_07_05_050001_6869266.trn 7/5/2022 5:00 AM TRN File 125,732 KB
[j ELV_backup_2022_07_05_060001_2648514.trn 7/5/2022 6:00 AM TRN File 18,004 KB
J ELV_backup_2022_07_05_070001_7477725.trn 7/5/2022 7:00 AM TRN File 40,468 KB
[j ELV_backup_2022_07_05_080001_3070788.trn 7/5/2022 8:00 AM TRN File 146,900 KB
[j ELV_backup_2022_07_05_090001_0726954.trn 7/5/2022 9:00 AM TRN File 196,436 KB
Lj ELV_backup_2022_07_05_100001_6261582.trn 7/5/2022 10:00 AM TRN File 322,600 KB
‘j ELV_backup_2022_07_05_110001_1315648.trn 7/5/2022 11:00 AM TRN File 377,464 KB
J ELV_backup_2022_07_05_120001_7121282.trn 7/5/2022 12:00 PM TRN File 244 532 KB

Now, within SQL Server Management Studio, right click on Databases

Object Explorer

Connect~ ¥ ¥ Y&
= @ . (SQL Server 13.0.4259.0 - Microsoft/

-~ . - .

And select the option Restore Database.
_% Restore Database - - O X

3

9 No backupset selected to be restored.

Select a page Script ~ | @ Help
& General
K Files
& Options Source
(O Database:
(® Device:
| =
Database: v

Select the “Source” Device option, and click on the button on the far right in the same row as the
Device option.
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== Select backup devices O X
Specify the backup media and its location for your restore operation.
Backup media type: File v ‘
Backup media:
L A
Remove
| Contents |
[ ok ] cancel || Hep

Click Add, and then navigate to the folder containing the uncompressed full backup and transaction

log files. Select them all so they appear highlighted, and click OK.

@ Locate Backup File - BRYAN-DESKTOP O X
Backup File location: C:A\Temp | [0 } |
-1 mvegen-output ~ || ELV_backup_2022_05_11_230040_8794334 bak
- OneDrive Temp [BELV backup_2022_07_04_230035_8346950 bak
-1 PerfLogs [BYELV backup_2022 07 05_000001_56084101m
-1 Program Files W] ELV_backup_2022_07_05_010000_9864347tm
-1 Program Files (x36) [B)ELV_backup_2022_07_05_020001_5079172tm
xgﬁ’gga‘a [B]ELV backup_2022_07_05_030000_91013704m
il on ] ELV_backup_2022_07_05_040001_2714544 tm
: ::f;ez"RELEASE (W] ELV_backup_2022_07_05_050001_6869266tm
5B System Volame fomation [B]ELV_backup_2022_07_05_060001_2648514tm
sl Temp ] ELV_backup_2022_07_05_070001_74777251m
G- UserBenchmark [BYELV backup_2022 07 05_080001_30707881m
G- Users [B]ELV_backup_2022_07_05_090001_07269541m
G111 ValueCharts Tradestation [B]ELV backup_2022_07_05_100001_6261582tm
G- 151 Windows [B]ELV backup_2022_07_05_110001_13156481m
-1 XboxGames [RYELV backup 2022 07 05 120001 7121282tm
G- D
o F:
-1 SRECYCLE BIN "
( — ™~ 1 Lal 1 )
Fle name: |"ELV_backup_2022_07_04_230035_8346950 bak" | | Backup Files(" bak:"tm:"log) v|
oK Cancel ‘

The Select backup devices dialog will be displayed again showing the files you selected.
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== Select backup devices O X

Specify the backup media and its location for your restore operation.

Backup media type: File v
Backup media:
C:A\Temp\ELV_backup_2022_07_04_230035_8346550 bak A | Add |

C:\Temp\ELV_backup_2022_07_05_000001_5608410tm

C:\Temp\ELV_backup_2022_07_05_010000_9864347tm

C:\Temp\ELV_backup_2022_07_05_020001_5079172tm Remove
C:A\Temp\ELV_backup_2022_07_05_030000_5101370tm ,
C:A\Temp\ELV_backup_2022_07_05_040001_2714544tm » Contents

C:\Temp\ELV_backup_2022_07_05_050001_6869266tm

C:\Temp\ELV_backup_2022_07_05_060001_2648514tm
C:\Temp\ELV_backup_2022_07_05_070001_7477725tm
C:\Temp\ELV_backup_2022_07_05_080001_3070788tm

C:\Temp\ELV_backup_2022_07_05_050001_0726954 tm

C:\Temp\ELV backup_2022_07_05_100001_6261582tm

C:\Temp\ELV_backup_2022_07_05_110001_1315648tm v

OK || Cancel || Heb

Click OK. The Restore Database dialog will display again, and will evaluate the files you have selected.
You should have one Full file in the backup set, and one row for each transaction log that you selected.
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U4 Restore Database - ELV

@ Ready

Select a page
& General

& Files

& Options

Connection
¢¥ . [BRYAN-DESKTOP\Bryan]

View connection properties

Progress

@ Done

— O X
LT Script ~ | @) Help
Source
(O Database:
@® Device: C:\Temp\ELV_backup_2022_07_05_070001_7477725tm, C:\Temp\ELV_backup_z - |
Database: ELV v
Destination
Database: [ELV »
Restore to: I'I'he last backup taken (Tuesday, July 05, 2022 12:00:01 PM) Timeline...
Restore plan
Backup sets to restore:
'Restore  Name Component  Type Server Database  Po!
ELV_backup_2022_07_04_230035_8346950 Database Full 64-150-188-38 ELV 1
ELV_backup_2022_07_05_000001_5608410 Log Transaction Log  64-150-188-38 ELV 1
ELV_backup_2022_07_05_010000_9864347 Log Transaction Log  64-150-188-38 ELV 1
ELV_backup_2022_07_05_020001_5079172 Log Transaction Log  64-150-188-38 ELV 1
ELV_backup_2022_07_05_030000_5101370 Log Transaction Log  64-150-188-38 ELV 1
ELV_backup_2022_07_05_040001_2714544 Log Transaction Log  64-150-188-38 ELV 1
ELV_backup_2022_07_05_050001_6869266 Log Transaction Log  64-150-188-38 ELV 1
ELV_backup_2022_07_05_060001_2648514 Log Transaction Log  64-150-188-38 ELV 1
ELV_backup_2022_07_05_070001_7477725 Log Transaction Log  64-150-188-38 ELV 1
ELV_backup_2022_07_05_080001_3070788 Log Transaction Log  64-150-188-38 ELV 1
ELV_backup_2022_07_05_050001_0726954 Log Transaction Log  64-150-188-38 ELV 1
ELV_backup_2022_07_05_100001_6261582 Log Transaction Log  64-150-188-38 ELV 1
ELV_backup_2022_07_05_110001_1315648 Log Transaction Log  64-150-188-38 ELV 1
ELV_backup_2022_07_05_120001_7121282 Log Transaction Log  64-150-188-38 ELV 1
| Verfy Backup Media
Cancel Help

Click OK. The restore process will take a few minutes to complete.

Microsoft SQL Server Management Studio

0 Database 'ELV' restored successfully.

X

Click OK when the restored successfully dialog is displayed. The ELV database will now appear in the

list of databases:
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e ]

Object Explorer

Connect~ ¥ ¥ ¢ M

= @ . (SQL Server 13.0.4259.0 - Mic
= Databases

System Databases

[+

Database Snapshots
| | BTTRADE
@ DEMO
W MvcGen

> w E

R E

[+

Restore Login/User

In the C:\restore-server\scripts folder, we need to execute a file with the name “01-create or restore
login and user.sql”. This file will recreate the login/user that is utilized by the system to access the
ELV database.

Open and execute this script within SQL Server Management studio.

Restore Grants

In the C:\restore-server\scripts folder, we need to execute a file with the name
“RecreateTableGrants.sql”. This file will recreate the grants to database objects like tables, stored
procedures, views, and functions to the application users we created in the previous step.

Open and execute this script within SQL Server Management studio.
Backup Database

The database is now ready for system access. We need to create a full backup now that the database
has been restored. Create a directory on the server C drive called “DatabaseBackups”.

mkdir c:\DatabaseBackups
cd c:\DatabaseBackups
mkdir ELV

The C:\DatabaseBackups\ELV directory are the location where full database backups and transaction
logs will be written.

Within SQL Server Management Studio, click on the ELV Database, then right click and select Tasks |
Back Up.

Database: ELV
Backup Component: Database

Destination
Back up to: disk
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@ Back Up Database - ELV - O X

Selecta page LT Scipt ~ @ Help

& General

& Media Options

& Backup Options Source
Database: ELV v
Recovery model: FULL
Backup type: Full e

[] Copy-only backup

Backup component:
(® Database

O Files and filegroups:

Destination
Back up to: Disk v
Connection Add...
Server:
BRYAN-DESKTOP Remove
Connection:
BRYAN-DESKTOP\Bryan Contents

ﬁ View connection properties

Progress
Ready

o

Click the Add button to select the destination folder (C:\DatabaseBackups\ELV), and to give the
backup a file name.

@ Select Backup Destination X

Select the file or backup device for the backup destination. You can create
backup devices for frequently used files.

Destinations on disk
@® File name:
brosoft SQL Server\MSSQL13.MSSQLSERVER\MSSQL\BackupV

Cancel

Click the button to the right of the file name, and then navigate to the folder C:\DatabaseBackups\ELV.
Enter the file name in the format “Full-Backup-yyyy-mm-dd.bak”

20



Level Next Software, Inc. - Alliance CORE Disaster Recovery

W Locate Database Files - BRYAN-DESKTOP - O X
Select the file:
= C: A
-1 $Recycle.Bin
-1 SWINDOWS.~BT
-1 $Windows.~WS
-1 SWinREAgent
&1 apachetomcat-9-demo
-1 apachetomcat-9-elv
&1 apachetomcat-9-mvcgen
BLT
code-generation
&)W Config.Msi
=¥ DatabaseBackups
Ll BN
dell
&)1 Documents and Settings
Drivers
elv
elvdworkspace
elv-boot
elv-boot-workspace
elvlogs
elvlogs-demo
elv-production
elvprod-workspace
Selected path: |C:\DatabaseBackups\ELV |
Files of type: [ Backup Files(*bak;"tm) ~ }

File name: | |

OK Cancel

Once the file name is entered, click OK. Verify the path and file name, and click OK if both are correct.

@ Select Backup Destination

Select the file or backup device for the backup destination. You can create
backup devices for frequently used files.

Destinations on disk

(® File name:
|C:\DatabaseBackups\ELV\fuIlbackup-ZOZZ-DG-m.bak l | |

Backup device

OK || Cancel

X

Now the destination directory and file name are displayed:
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@ Back Up Database - ELV — O X
Select a page ;
Script ¥ Hell
3 IT Scipt v @ Help
& Media Options
J Backup Options Source
Database: ELV v
Recovery model: FULL
Backup type: Full v

[] Copy-only backup

Backup component:
(® Database

O Files and filegroups:

Destination
Back up to: Disk v

- C:\DatabaseBackups\ELV'full-backup-2022-06-01 bak Add...
Server:

BRYAN-DESKTOP Remove
Connection:

BRYAN-DESKTOP\Bryan Contents
¢F View connection properties
Progress

Ready
Cancel

Click on Media Options, and select the option to Overwrite all existing backup sets (there should be
none to overwrite).

[Selectapage T scipt + @ Help
& General

& Media Options

# Backup Options Overwrite media

(® Back up to the existing media set
(O Append to the existing backup set
(® Overwrite all existing backup sets
[[] Check media set name and backup set expiration

Click OK to begin the backup. When the backup is complete, copy the file:
copy c:\restore-server\installs\BackupsCompressAndMove.bat C:\DatabaseBackups
This batch file is executed by a Windows task to look for database backups and transaction logs,

compress these files, and move them into a folder C:\DatabaseBackups\ELV-Compressed. From the
ELV-Compressed folder, the compressed database backup files are moved to a backup location.
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Windows Task

In the folder C:\restore-server\elv\installs, a Task definition named “Task - ELV Database Backup
compress and move.xml” can be found.

Open Computer Management, click on System Tools | Task Scheduler, and click Import Task on the
right side under Actions. Select the file c:\restore-server\elv\installs\ Task - ELV Database Backup
compress and move.xml, and click Open.

The user account will need to be changed from the user it was setup under on the older server. Chose
your administrative account, and select the option to Run the task whether the user is logged on or
not, and Run with the highest privileges.

(B Create Task X

General Triggers Actions Conditions Settings

Name: Task - ELV Database Backup compress and move
Location: \
Author: BSHANNO2\Administrator

Description: | Make sure we don't have any more than 5 days of database full backups and transaction logs
on this machine. Zip up any database backups that have been generated by SQL Server, and
move them tothe ELV-Compressed folder so that the Backup program picks them up and
pushes them to the backup device.

Security options

When running the task, use the following user account:

BRYAN-DESKTOP\Bryan I Change User or Group...

(O Run only when user is logged on
(® Run whether user is logged on or not

[[] Do not store password. The task will only have access to local computer resources.

Run with highest privileges
[] Hidden Configure for: | Windows 10 v

oK Cancel

Click OK.

Add SQL Server Backup Jobs

We configure SQL Server to automatically generate a full backup each night, and transaction log
backups throughout the day.

The backup jobs must be running in SQL Server Agent before the system is brought back up.

A script that defines these jobs can be found in c:\restore-server\elv\scripts. The file name is
SQLQueryJobs.sql. Open SQL Server Management Studio, and open this SQL script. Two values need
to be changed within the script before it is run. The older server name needs to be changed to the new
server name, and the User Identifier that was previously used to setup these backup scripts needs to
be replaced with the administrative user account that is restoring this server.
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Replace: 64-150-188-38
With: New Server Name

Replace: Administrator2
With: Administrative User ID on New Server.

Start SQL Server Agent. Make sure that this service is setup to run Automatically if it is currently setup to be run

Manually.

Execute this script.

DNS

The last step in getting the system up and running is to edit the DNS settings for demo/elv
subdomains of earlylearningventures.org. ELV uses GoDaddy.com to manage these settings.

Navigate to https://www.godaddy.com/, and click Sign-In.

SignIn v

Username or Customer #: 38415475
Password: <Contact Manager for passwords>

Click Sign In

Click on earlylearningventures.org to work on that domain:

earlylearningventures.org

Click on Domain on the left nav:

88 Dashboard

& Domain

Then click on Manage DNS
Domain

® earlylearningventures.org

View All Domains »

Forward Domain Manage DNS Domain Settings
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We need to modify these two subdomains

L] A

L] A

demo

elv

64.150.188.38

64.150.188.79

To utilize the two new external [P addresses assigned by Codero.

600 seconds

Delete

600 seconds

Delete

Edit

Edit

Edit each of these domains, assign the newly assigned external IP address and click Save.

Start the Application Servers

Since we are running the ELV Applications as a service, right click on the task bar, select Task
Manager, and then select the Services tab within Task Manager.

Find the services that start with ELV, highlight ELVTomca9, right click and select Start.

17y Task Manager

File Options View

~
Name

% DevQueryBroker
% Dhcp

% DiagTrack

5. DmEnrollmentSvc
‘. dmwappushservice
‘ Dnscache

S dot3sve

5. DPS

% DsmSvc

& DsSvc

. Eaphost

S EFS

S ELVTomcat9

% ELVTomcat3Demo
‘;embeddedmode
G EntAppSvc

% EventLog

% EventSystem

S fdPHost

. FDResPub

... FontCache

Fewer details

Processes Performance Users Details

PID

456

% diagnosticshub.standardco...

2168

1484

1124

560

2320

456
1196

1196

% Open Services

Services

Description

DevQuery Background Discovery Broker
DHCP Client

Microsoft (R) Diagnostics Hub Standard Collector Service
Connected User Experiences and Telemetry
Device Management Enrollment Service
dmwappushsvc

DNS Client

Wired AutoConfig

Diagnostic Policy Service

Device Setup Manager

Data Sharing Service

Extensible Authentication Protocol
Encrypting File System (EFS)

Apache Tomcat 9.0 ELVTomcat9

Apache Tomcat 9.0 ELVTomcat9Demo
Embedded Mode

Enterprise App Management Service
Windows Event Log

COM+ Event System

Function Discovery Provider Host
Function Discovery Resource Publication
Windows Font Cache Service

Status

Stopped
Running
Stopped
Running
Stopped
Stopped
Running
Stopped
Running
Stopped
Running
Stopped
Stopped
Running
Running
Stopped
Stopped
Running
Running
Stopped
Stopped
Running

Group

LocalSystemN...
LocalServiceN...

utcsve

netsves

netsves
NetworkService
LocalSystemN...
LocalServiceN...
netsves
LocalSystemN...
netsves

LocalSystemN...
appmodel
LocalServiceN...
LocalService
LocalService
LocalServiceA...
LocalService

All web-based systems plus the mobile Rest services should be accessible within approximately 3

minutes.

Test the URLs:

https://elv.earlylearningventures.org/elv/login

https://elv.earlylearningventures.org/kiosk/login
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https://elv.earlylearningventures.org/portal/login
https://elv.earlylearningventures.org/enroll /payment/provider/start

Using the mobile apps, test access with ELV Provider/Staff, ELV Parent, ELV Kiosk, and ELV
Authorized Pickup.

Restoring Desktop Batch Files

There are a set of batch files that reside on the Desktop that are used to deploy application updates for
both production and demonstration systems.

Copy c:\restore-server\elv\Desktop\*.* into the Windows Desktop folder. The icons for these batch
files should appear on the Windows Desktop.

Restoring Photos, Documents and Videos

Photos and Documents are extracted from the ELV database and persisted to disk. A record for each
remains in the database and is essentially a pointer to the photo or document on disk. Videos are used
for training purposes within Alliance CORE and within the Parent Portal. All of these files are present
in the c:\restore-serve\elv directory.

Move c:\restore-server\elv into the root directory of the C drive, so that it becomes C:\elv. This will
make the photos, documents and videos accessible to the web-based applications.

Backup to NAS

Database files, photos and documents are all backed up to a NAS, this occurs throughout the day.
Database files are backed up nightly, and log files throughout the day. Photos and Documents are
backed up immediately as soon as they are written to disk.

Run the executable c:\restore-server\elv\installs\Synology Drive Client-2.0.4-11112.exe

Once installed, go to Backup Tasks | Connection
Server: ShannonNAS-QC

Username: administrator

Password: <Contact Manager for passwords>
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2| Synology Drive Client X
Backup Source Backup Mode Connection
Senver: ShannonNAS-QC Q
Username: Administrator
Password: Password

+/ Enable SSL data transmission encryption

Unlink Apply Cancel

Click apply making sure that the Enable SSL data transmission encryption is enabled. Backup Mode is continuous:

2| Synology Drive Client X

Backup Source Backup Mode Connection

® Continuous backup

Back up when files change

And finally we need to identify which directories are backed up, which will include:
Tomcat Demo

Tomcat Production
Database Backups
ELV

Note that within Tomcat directories, the “-“ indicator means that no subfolders are selected.
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-

>

>

>

>

apache-tomcat-9-demo
bin

certificate
certificate-2019
certificate-2022
certificate-old

conf

ANRANEASELSEINEANEIN

lib

logs

temp

—  webapps

— work
apache-tomcat-9-elv

bin

certificate

certificate-2019

certificate-2022

certificate-old

conf

ARANEANEINEANELNEAN

lib

logs

temp

—  webapps

— work

DatabaseBackups
ELV

v/ ELV-Compressed

elv

demo

Desktop

documentstore

installs

photostore

scripts

ARANEANEINEANEAN

videos
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Click Apply to save the changes.

Demonstration Database

The Demonstration database is not backed up today. In the event of a server failure, the
Demonstration database will be built from script files. The development group creates scripts that are
checked into GIT and are present within Spring Tool Suite (the development environment) along with
all web-based system code.

The first two script to run create the login/user account needed for the application to log into the
database. The second contains helper stored procedures that are utilized within other scripts.

v (&% > database-setup
) 01-create or restore login and user.sq|

_r=} 02-create helper stored procedures.sq|
The database-definition scripts create all tables, stored procedures, views, functions, and seeds some
tables with data need to run the system. Execute each script starting with script 01, and ending with

script 26.
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v (&% > database-definition

5 01-create tables.sql

o3 01a-create udt.sql

o3 02-script stored procedures.sql

o2 03-insert select list CA.sql

42 03-insert select list Hl.sq|

J2) 03-insert select list IN.sq|

o2 03-insert select list LA.sql

o3 03-insert select list MD.sql

42 03-insert select list Ml.sql

J2) 03-insert select list NE.sq

o2 03-insert select list NY.sql

42 03-insert select list TX.sq|

5 03-insert select list UT.sql

J2) 03-insert select list VA.sql

5 03-insert select list Wl.sql

o2 03-insert select list WY.sq|

o2 03-insert select lists SC.sq|

5 03-insert select lists.sql
04-insert grants.sql
% 03-insert grid columns.sql
43 06-insert database queries.sq|
5 07-insert jasper reports.sql
&3 > 08-create functions.sql
42 09-application stored procedures.sql
o2 10-create views.sql

F‘J

&2 11-Immunizations.sql

5 12-insert application user (for elv access).sql
42 13-createTriggers.sq

42 14-restoreGrants.sql

J2) 15-EHS PIR stored procedures_old.sql

o3 15-EHS PIR stored procedures.sql

5 16-attendance stored procedures.sql

43 17-food program stored procedures.sq|

43 18-billing stored procedures.sql

o2 19-ehs report stored procedures.sq|

o3 20-authorized pickup stored procedures.sql
42 21-dynamic reports views.sq|

J2) 22-chart stored procedures.sq|

o3 23-parent portal stored procedures.sql

o2 24-new billing stored procedures.sql

o3 25-new billing ccap stored procedures.sql
J3) 26-ELVCoreHealthCheck.sq|

After running these scripts, the Demo database can be backed up and uploaded to the sever for
restore. Once the Demo database is restored, the scripts referenced in sections Restore Login/User
and Restore Grants need to be run, but this time against the Demo database.

Following the database restore, the Tomcat instance for the Demonstration environment can be
started.



